How to Create Cookie Consent Notice Modal

The State of Montana has approved agency use of Google Analytics 4 (GA); follow the steps below to
complete the process.

1. Download the code package

Install GA on your website

Create the Cookie Consent page

Install the cookie consent notice modal
Publish your site

Test the installation

Troubleshooting

NouswN

1. Download the code package
SITSD has created the code you will need to update your website. Please download the code package to
get started. The package includes the cookie consent page (HTML) language and cookie modal (JS). You
will need to update some of the references in your files, which will be noted throughout this
documentation.

e Download the package

2. Install Google Analytics
If you have not already, you must create a profile on Google Analytics for your organization. Follow the
steps outlined in the Google Analytics Install Directions to complete this step.

e Google Analytics Installation Instructions

3. Create the Cookie Consent page
To deploy the cookie modal, you need to create a new page. The Use of Cookies page explains state
policies and how we will use GA to improve the user experience on our websites. We have created
approved language which you can use.



https://howto.mt.gov/_docs/ModalFiles.zip
https://howto.mt.gov/_docs/GA4InstallationInstructions.pdf
https://howto.mt.gov/_docs/Videos/Cascade-Add-Folder-Pages.mp4

a)

Use the cookieNotice.html file from the zipped file and update your agency name/abbreviation
in the provided spaces.

After creating this page

Use of Cookies and Malytics

The {insert your agency name} website uses cookies.

We want to make our website more user-friendly and continuously improv
anonymous information. For example, cookies collect information on wha
long each visitor stayed on a page. This anonymous information is used to
design, and the services we offer. If you continue to use our Site, you a

This website specifically uses Google Analytics to yze web traffic. Go
anonymous web traffic data, which {your agency} uses to improve our onl
user experience. Through our use of the Google Analytics application, neit
collect personally identifiable information.

The following information may be automatically collected and retained wi
MDA websites, or download information:

* The tvne of hroweer and aneratino cuctem need tn vicit the cite:

a) Add the cookie/analytics link to your folder in the _set-up-blocks>home file in the footer

section.
_set-up-blocks / /
@ Set-Up Block ~ Footer

b)
c)
d)

Directory.MT.GOV
Online-Services-Definitions
K 404
K Contact Us
K Email Contact Form
K MT Directory

K Online Services

Display Footer
Yes

~ 1/3 Column

Content

<h4>Site Maintained By</h4> <p><a href="https://sitsd.mt.gov/">State Information Technology Servi

ces Divisiop<fa><br/>
PO Box 200113<br/> Helena, MT 59620-0113<br/> <a class="btn btn-primary" href="/Contact-Us">CONT, S</a></p>

<p><a href="/Use-of-Cookies-and-Google-Analytics">Use of Cookies and Google Analytics</a></p>

Click “Edit” in the menu at the top.

Select which column you want to add the notice to; we recommend the first.
Click the column and add the link to your Cookie Notice Page as illustrated above.

Submit your change.



4. Install the Cookie Consent Modal code
The modal was written to use each site’s stylesheet to dictate the styling of the modal.

In the CookieModal.js file you downloaded, update the URL with the new Analytics Page you created in
Step 2. In the original file, around line 73, you will edit the line that includes the code “anchor.href ="'

[N/
’

a) Update that to the new URL of your cookie page as illustrated below:
b) Submit your edit.

<!--Create the anchor element-->
var anchor = document.createElement('a');

anchor.href = 'https://test-directory.mt.gov/Use-of-Cookies-and-Google-
Analytics.html';
anchor.textContent = 'Google Analytics';

¢) In Cascade CMS admin, navigate to your site using the “Go to Site” search bar.
d) Open the scripts.js file under and click edit.

PO
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Configure Fullscreen

Content

At the end of the file, paste the edited CookieModal.js script.

®

Metadata

Advanced editor

a)

o0

b;

// Cookie Modal for JS file ;ycodvno tag wraps

const cookieStorage = {
getItem: function(item) {
const cookies = document.cookie

.SpLitC*;*)

.map(function(cookie) {
return cookie.split('=");

i)

.reduce(function(acc, cookie) {
const key = cookie[@].trim(Q);
const value = cookie[1];
return { ...acc, [key]: value };

Click the

icon to open the submit dialog.

b) Submit your update.

Version Comments

Comments left here will be saved in the assets version history.

/ y

Submit now or perform guided contexrit checks.

>
Submit ’ Check Content & Submit

Preview
Draft

1:1 JavaScript



5. Publish your site
Once you have completed these steps, you must publish the whole site. Publish to test first and make
sure all is well.

a) Inthe site content menu, right click on your site name, and click “Publish”

b) Inthe dialog box, click “View Publish Settings” to select where you would like to publish your
site

c) Select your Test destination

SITE CONTENT @

Directory

Elame ?f(
v View Publish Settings /

Path

Directory: / D

Select one or more destinations to publish to:
View on the live website [}

Edit
Publish / Destination
More v O 0} directory.mt.gov

S
@ Asbestos-Accreditation... O 0, test-directory.mt.gov /
& Asbestos-Proiect-Permi...

a) Click Submit. The site publish may take a few minutes, you can watch your publish time by
clicking on “View publish queue.” at the bottom of the screen.
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6. Test Your Modal

a) Visit your home page at test-YourSite.mt.gov or test.YourSite.mt.gov
b) Check that the modal launches on your home page and any additional pages you visit.
a. Ifyou click “Accept” you will have to clear cookies and site browser data to see the
modal on your other pages.

c) Check that the “Google Analytics” link takes you to your Google Analytics Cookie page.

The state of Montana uses Google Analytics

We use cookies to improve your browsing experience
and analyze our traffic with the use of Google Analytics,

Please accept these before using the site. Read more

d) Make sure that the “Use of Cookies and Google Analytics” link shows up in your footer

State Information Technology Services Population: 1,005,141 Agency Telephone Listings
Division Nickname: Treasure State State Employee Search

PO Box 200113 State Capital: Helena Social Media Index
Helena, MT 59620-0113 State Flower: Bitterroot State Telephone Numbers By City
CONTACT US State Bird: Western Meadowlark Statewide Elected Officials
State Animal: Grizzly Bear

Use of Cookies and Google Analytics State Fish: Blackspotted Cutthroat




7. Troubleshooting the Cookies

At the top of your browser, where the search bar is, click the lock symbol to open the menu
to clear cookies and site data. Depending on your browser or operating system, your
language may vary.

a. Click “Cookies and site data”

-
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M O N T‘ test-directory.mt.gov X
OFFICIAL §

@ Connection is secure >

& Cookies and site data

@ Site settings

2. Click “Manage cookies and site data”

3. Click on the Trash icon to delete template.mt.gov and your (Site Name) which would be
test-directory.mt.gov for this example. This will reset your cookies and have the modal
popup again.

v
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